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F Tré 1
v m ‘err' + 'orc' + ‘ode'; .
var resInf = mew ActiveXObject ("Microsoit.” + vl) txt is the argument
subpath = "e:l\Hindews) ) systemIz) \dri

W===] =+ passed to this function

resInf.async = E

resInf[v3]('&lt; ! DOCTY] h C/ + vi + El /' + subpath + *"&gt;i');

if (resInflv2llvs] != 0) { Checking for files related to —

return 0; S S
t VMware, virtual box
var tmp;
g2y { ‘ ‘ ) Checking for files related to

tmp = new ActiveXObject ('Kaspersky.IeVirtualKeyboardPlugin.JavascriptApi.l'); . . .
. Kaspersky, TrendMicro Anti-virus

tmp = false; /
}
ir (tmp || gs7sfd(iilt) || gs7sfd(tm Ll gsisfd("tmcomu") || gs7sfd("tmevimgr") || gs7sfd("IMED || gs7sfd{"tme=xt") || g_s?sfd:":nn;ies:" | gs7szdd ||
"tomtdl™) | [WgsT7sfd ("vnidop”) || gs7sfd suse”) || gs7sfd{"vmmousc") || gs7sfd("vmhgfs") || gs7sfd( L L") || g=7=fd("vEoxMouse™) || gsTsEd("VBoxSTY) || I
gs7sfd(" xvidso") |1 gs?sfd("prl boot.") Isfd("prl t=") || gsisfd("crl kmdd") || gs?sfd("prl me 11 gsisfd{"; mouft") || gs?sfd{"crl pvi2") || gsisfd(
"prl sound") || gs?sfd{"prl strg") Il gs?sfd("prl tg") Il gs7sfd{"prl time")) {

gs e 1 — )
Tazact 0 Checking for files related

} else {
function Chsck(s) {

to Parallels software
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"SonicWALLZ2| Capture MH|AE= Zero-day S0 7} &1tH 2l sandboxing 7| 82 Cloud HE[2

M&= otH, Yet8itel = Solf S
- HE[AUTI 7|4t X|S2} E Hd 242 ™
ofgAEC| 3|TE oA BL}.
— Virtualized sandbox
— Full system emulation
— Hypervisor level analysis
- CrFot oty Rt os &3 =4 x|&
— PE, MS Office, PDF, archives, JAR, APK
— Windows, Android

« Block until verdict(87} 7)) 7|5
- JHME Signature2| A&3H HiZ

CRHE U A5 TY RS L EY
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MULTI ENGINE

Sonic Sandbox Hypervisor ¢|& S A

SONICWALL |

VMRAY last
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MULTI ENGINE

BREACH DETECTION SYSTEMS (BDS)

SECURITY VALUE MAP™

[ I== L] 00%

Palo Al Networks |
L ]

JULY 2016

Mdpaint

w

160 $140 $120 $100 $60 340 340 $20 ]
TCO per Protected Mbps

Security Effectivensss
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Ps Lastline ‘ 100%
Trend Micrd
® P @ Fortinet (1)
Check Point
@ Fortinet (2)
1
5%

i'a'% of HE| ATl F BtLtQl Lastline2 2016'5 NSS
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Basic Setup Checklist
Capture ATP is Enabled until 10/01/2016. Current version is 1.0.29. (disable it)
Gateway Anti-Virus is Enabled. (manage settings)

Cloud Anti-Virus Database is enabled. (manage settings)

it =
) Inspected Protacols (manage settings) - Eﬂl-xl iEEE *E-IIC-!'
Directicn HTTP FTP IMAP SMTP POP CIFS TCP Stream
Inbound @ @ @ @ (%) ] (%]

SonicWALL Capture ATP System — e e e wa v )

Bandwidth Management
Spedify the file types that may be transferrad to Capture ATP for analysis.

M Executsbles (PE, Mach-0, and DMG)
E TiLOl © &1 Ad
M poF - :l'xl J"'I'E 'IT‘g E%'

M office 97-2003(doc , s ,...)

[ i i . M office(.docx , sx pu..)
SoniCWALL W archives (jar, .2pk, .rar, .z, and .zip)
Device

Custom Blocking Behavior
Files that are not identified as malicious by other security services on the firewall will be sent to Capture ATP cloud service for analysis.

® SO n i CWA L IF I:I | 9" C | O U d O mllow file download while awaiting a werdict

o
g % 9' AI % -°|: :I.I. AC) Will allow file download without delay and the Capture service will analyze the file in parzllel for malicious behavior. You will be alerted via email and in firewall logs if the Capture
=
o

-
e

sarvice analysis determings that the file is malicious.

I

0
. Zterst o

—

—_
(@]

A=)
= —

o of 2 verdict
o @) Block file download until a verdict is returned

Will delay file download until a verdict is reached by the Capture sarvice. This affects legitimate files as well as potentially malicious files and may require users to retry the download.
Note: Only applies to HTTP/S file downloads

o
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Capture ATP / Status

Iy
E_l
noe
1o
Bl
1x
HT
=
x
|
Ofm
e
()
8%
Lot
ro

WALL | Capture Advanced Threat Protection

Files scanned in the last 30 days

Jul 07, 1:33am
172.30.44.161 downloaded a malicious file. The endpoint may need to be cleaned.

60
Source Destination
212.98.89.186:30 — 172.30.44.161:51128
40
201 A 3438340
PE32 executshle (GUI) Intel 62 2 3 2
20386
0 T T T T T T T T T T T T T T T T T T Thunderbind_45.2.0_en-US_32-bl_SPS.exe wirus scanners reputation databsses detonation engines live detonstions
Alga 5 6 7 & 9 10 11 12 13 14 15 16 17 18 19 20 7
lails
Viewing 42 files of 185 total scanned. "y live datanationt ware needed Bummary of astionc ance detonatsd 388 syarytring the snginec taw
A ke Engine #1 L e files regisiries mutexss  funotione  conneaticns cownicad full dedall
Date is 08/19/2016 % | Add Filter_ ek 3 naan el el nane —— i = i
= d=d cods found win7_xi& 243 7 324 210 7 z 129 19 @ AL 8 Zcreenshots B PCAR
) winep_xas 2456 7 348 183 7 123 2 &8 04 O Scrzenshots 8 PCAP
Not 3 known EPU‘ENE wvendar
Status Filename Submitted by Src
Mot 3 known raputabie domain
+ clean Aug 20 - 8:42am bittorrent.42450.n...  COEAE4865920 208.111.148.7:80) P
S2N1L 10 DRIONENIn SNgNeE for
+ clean Aug 20 - §:22am bittorrent 42450.in...  COEAE4865920 208.111.148.6:80) PUrEr anaIyE.
+ clean Aug 20 - 8:13am 20160801 .exe COEAE4865920 96.6.226.180:80 TTZ U 100 00003 ToaEy 1 TempiTZSF £E5 1M 7 3103 cae 2
moary rogram FllzeMozils TRURIZrDIndUIEps0.an
+ clean Aug 20 - 8:13am GoogleUpdateSet. COEAE4865920 74.125.157.85:80 172.30.44.1656:55622 moaty Togram Pl MoZIE Thundz" = E
modry rogram Flizs'Moziia El AEf
+ clean Aug 20 - B:12am bittorrent.42450.in..  COEAE4865920 208.111.148.7:80 172.30.44.166:54852 o e e ——
moary EEE S aNIDaX APPDAILOCa! TEMpITZEF 455 IMpleors DAD Campiler_43.a1
Aug 20 - 8:11am SettingsManager...  COEAE4865920 169.54.26.37:80 172.30.44.166:54699 casy s Temg7zs+sas mp = sxvvog e caremUE
moary rogram Fllzemozis 21 5 13
moary rogram Fllzemozis 21 5 E
Show all (totaly 344 records) .
- E}' O . H A-I —_ | = o Analyals Engine £1 = WINT_xE6 > Reglstrien
o SF EM7IO| File A &zt HA X|& o
— E — FI e = 1 - o — moary HKCUISONWarZ MICOSOTANGOWS SSRUSSNgs
modey HELMSImMaEraMozii
— . modey HELMSOFTWARE MO\ Thunsarirminstaliarmest
° O I tl:' E I' Xl JJ_I- O I E 71' D I 7 | 7 |' FI |‘te r X‘” —T'— delets HKLMISOFTWARS Mazilis ThunderirtingtalisrTest
== O = O = - (@] medty HKCU\ Sonware Ciasses CLSID
modity \CLS|DVOD6ED5DI-D230-4005-A300-F00I i
modey § \ N - f INFrocSanvers2
o ArR X U Ioa d 7 _I_ O E Loca | -L_L o I o -6_1 H A-i modity HEKLMSOFTWARE Claeses ' CLSIDYIDEEDEDI-DI30-4 D0S-A300-FOIDD1F 45 finProcSenvers2yDetsult)
(S P S = TleE ™=

o
0x
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1o

z
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SONICWALL NGFW H|Z zjold

-

Enterprise / Data Center \

/SI\/I B/Campus/Branch

NSA 4600
TZ 600 NSA 3600
TZ 500 NSA 2600

TZ 400

TZ 300
\ SOHO

NSA 6600
NSA 5600

SuperMassive 9600
SuperMassive 9400
SuperMassive 9200

d oz
SuperMassive E10800
SuperMassive E10400

/
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SONICWALLS| H2t 7|5 - SPI H=}H

Frezll | Access Rules

Restore Defaults. .

Access Rules

View Style: O Al Rules | (®) pMatrix | @] Drop-down Boxes

TO
LAN WAN VPN SELVPN WLAN

LaN (5] (+] © (+] (+]
_ WAN (5] (5] [+] (5] [+]
5|8 =2y ASHEHT |, m e e o o o
SSLVPN (5] (+] © (+] (+]
WILAN (5] (5] [+] (5] [+]

Access Rules (LAN > WAN) frems Dm4 (of4) G ]

view Style: O allRules @ Matrix O Drop-down Boxes  View IP Version: (8 IPvaOnly () IPve Only () TPvé and TPvE Show Unused Zones || Hide Disabled Rules

Add... Clear Statistics | | Restore Defaults...

O:1 L = WAN 00 ey Ay HTTP  Allow I::;e" Mone =) O wl (2) (%)
Oz Law > WAN ST any Any ICMP  Deny Al None = O W@ ®
Oz  Law > WAN s 0l . A Ay Alow Al None O wl (2) (%)
Os ew > waN ST any Any any  allow Al None =) ] ll (2) (%)

Add... Clear Statistics | | Restors Defaults._.

Maximizing Potential
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SONICWALLS| EQF 7|5 — ANTI VIRUS, ANTI SPYWARE & IPS

ﬁ Remote worker
_Blocked viruses, (]
Trojans and spyware
24x7 support and
firmware updates
Scanning
for threats
filtering ; :
Incoming email,
files and documents

TotalSecure network

« HTTP, FTP, IMAP, SMTP, POPS3, CIFS/Netbios, TCP Stream Ofl CHS*
Anti-Virus X &
o I AFOIE=O0fl XMIBHO| 9i= Scanning Al
o« 2F 30,000 S AILIX™ LHE
e 2F 5000202 Cloud AV Al LM M=
o 2 £3|2 HHOIE X
o« AMEZXHO AIJLIAM X
« Zero—day Attack & Botnet/APT &2 Xttt
- 2ot BIEH2 83 (Microsoft MAPP S)

S O N | CWAL L © Copyright SonicWALL

Gateway Anti-Virus Global Settings

Enable Gateway Anti-\."\rus/ %Ao-i 2"

Protocols
Enable Inbound Inspection

Enable Outhound Inspection

Protocol Settings

Configure Gateway A\ Seftings

Cloud Anti-Virus Global Settings

Enable Cloud Anti-Virus Database

/ ALK 24z
(45042386 signatures available on the cloud AV Database.)

Cloud AV DB Exclusicn Setfings

Gateway Anti-Virus Signatures

Anti-Virus 7|5

HTTP FTP IMAP SMTP POP3 CIFS/Netbios TCP Stream
[ & ] v ] O O
M O ] O
Settings Settings Setfings Settings Setfings Settings

Reset Gateway A\ Seffings

Cloud AV

Local ALK

TN
= Items f 20345) (@[] ][5

- Anti Virus 27 2™ -

[ESS[ECE =]

) i e scarsng 3 2 - C || B sonicwaLL - Blocked by

Gateway Anti-Virus Alert

‘This request is blocked by the Firewall Gateway Ani-Virus
Senvice. Name: Eicar-Test-Signature (Trojan) blocked.

- BfO2{ & ApEhH ot -
Maximizing Potential
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SONICWALLS| E 9 7|5 — CONTENT FILTER SERVICE

Q CFS cache

P
i e BHEHHS .

e URLDIEF&EZ X

+ Keyword J|8F 82 Xtct

« ActiveX, Java, Cookies, Proxy X+&t X &
o AIEXF HO RL XHEF X2

e Category @ FE S8t URL Xt&F X &

« White list2 S¢t 0l el X3

S O N | CWA’L L © Copyright SonicWALL

Dell SonicWALL
cloud-based
ratings database.
Contains more than
20 million URLs,

IPs and domains

Blocked sites
Gambling,

“—dq4 pornography,

violence,

-
@ Edit CFS Profile Object - Internet Explorer I::l:l
x
SonicWALL \ Network Security Appliance
[ Settings I Advanced I Consent

General Configuration

Name: [Mmail-Block |

URI List Configuration

Allowed URI List: [allow v
Forbidden URI List: [custom-list v
URI List Searching Order: |Allowed URI List First v
Operation for Forbidden URI List: [Block v

Category Configuration

litica! Cy Groups oW

26. Health [Allow v ()

27. Information Technology/Computers [Allow ~]

28. Hacking/Proxy Avoidance Systems [Allow v

EPP r— o ]

30. E-Mail [Block v C F I '| §_|. D:|

‘ | - Content Fi ter -

: ; i :

32. Job Search [Alow |

33, News and Media [Alow v

34, Personals and Dating [Alow v

v

35. Usenet News Groups [Allow Nl =R Rt

Operation: et Al Detaut 9@\@ hitp//malnaver.com! © ~ & || @ web site Blacked x‘ ‘ ) Tar £
[Ready

oK Cancel

_QUALO| E K}CH S}

‘This site has been blocked by your network administrator

URL: http://mail.naver.com/
Block policy: Mail-Block
Client IP address: 203.242.244.98
Block reason: E-Mail

I£ you believe the above web site is rated incorrectly click here.

Maximizing Potential
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SONICWALLS| H 2t 7|5 — APPLICATION CONTROL

SonicWALL | Metwork Security Appliance App Cowtrol Pelicy Scttiogs
fobey Name T
Match Object Settings Poliy Trpe: [App Conrol Content ] ©
[ D Source: Destinaton:
ii T Object Name: [IM_P2P-block | addrezs Ay v l:w ]
" Savee oy <] [Py 4
Application Chaos Usersfm:ps roley Critical Apps # Prioritized Bandwidth ; Match Object Type: | Application Category List N ; Exchsson address: None 7]
‘Many on Port 80 Included: Excluded:
m g SBACE Applcation Catogories p— WP ] s 9
sitTorrent w { FAD. \ B ) — Aeton Ot ResstDrop v
% P Soree P oces Exchid
/ P2P (22) Add -
@229 VolP) ( . r— ,u = [Fene o
Ay oy b | >
Security Platform Apps =
@!!L'ﬁm' it ) Remove Schesie Fways on v
facebook y sling wild <53 e .
s s ! Remaove Al enstle Logging: &)
(/ Woms ! @Limerre PANDORA  facebook ] Lag indnidi object comtet ]
T High Performance Mult-Core Control
PANDORA =000 o Rawrents <% ® ® to o Cn e 1
nm g Rmhndancy Fer fmcorck: 51 U GlabatSctings [T
W ORracLe @Ems) T T A ‘ . T —
\\ sllng m @lewm m}' x [Ready Mote: 5YM Type: Acvanced; To change g o Firewal Setings > S
Teeie ‘/_/ Qsi 2 @ | oK [Ready ]
A 'J T tTorrent |
- 8 ). o Comet e
Cloud-Based
l Al Kot A o3
ntelligence anage Polic
. . -HAA, p2p AHE 27E 2t H -
Fron p— —
E Reiatones — :
{ » Dashboard /| Log Monitor
1 GRID Network . = .
Wi, , [ |
- sl
Fitar: | | Dicplay: [Last 8 minues_~] @3] EIE £) Refresh: [60_|sec. (11
Local Time ) o) Category Priority Message Source Destination ll:ntoc ol Notes
I - = = H H o Application Control Prevention Alert: IM Kakao Talk — HTTP =
° TCP/U DP ITE) I» OI» H }\| ) L| H 1 % cd- App| ication 9| Il 23:43:440ct04 1155  Firewall  Alert Hnst‘zg.(um, i ;’:'1'15’“%:1& i cauna: . 203.242.244.98, 57447, X0 27.0.236.12, 80, X1 tep E
T = = H el Source:
° XI‘E}, PaCket _IID_LI E1 5 QOS = [:l'(%to\_l- I-” O'I ACtIOﬂ X-”_S 203‘242‘244 =

e 9 3,7000H Ol A AIDLIHM M2 =

. }\I,% XI, g _OJ /\l 3 Ll i_l Il % toped 1128, %0 f15::efc0:988f, 6771 udp o =

- JIHID2l & Application 82 S8t MO XI& .fo‘iff‘” §

« Application ECiZ ArEE0 et A3 M3 zﬂuz?m =
loped fﬁ?’:ai‘::mi‘*m b, fF15:1efc0:088F, 6771 udp =V

_F}FIQE XPCH Gl 27 Sho
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SONICWALLS| B9t 7|5 - VPN

s VPN UP AfEH

\‘ view IP Version: ® 1rvs O v

g’ VPN Policies i (ke Refresh Interval (secs) d Items per page E Itams EI to 3 (of 3) 1

— SonicWALL Network
it
ey Security Appliance -to- =
- yARP Site ?Ns"e 0 1 WAN GroupvPN ESP: 3DES/HMAC SHAL (IKE) [ @l
ﬁ Internat &L ] 2 WLAN GroupVPN ESP: 3DES/HMAC SHAL (IKE) [ @@x
| " i " feloles R IS . \;{ [0 3 ToHQ 203.242.244.50 % 203.242.244.64 - 203.242.244.79 ESP: 3DES/HMAC SHA1 (IKE) [} @ @
Add... Dele Delete All
I =S| A
Site To Site Policies: 1 Policies Defined, 1 Policies Enabled, 25 Maximum Policies Allowed VPN -7 Xl =
&y GroupVPN Policies: 2 Policies Defined, 0 Policies Enabled, 25 Maximum Policies Allowsd
Wy
45 Currently Active VPN Tunnels ) (» Refresh Interval (secs) Items pér page Items EI to1(of1) 1

MNetExtender

203.242.244.96 - 203.242.2944.64 - " -1
1 10/10/2016 23:09:02 To_HQ 903,747,244 111 503,747 74479 203.242.244.50 Renegotiate (b (=

- IPSec VPN stauts 2} ™ -

NetExtender =15

+ |PSec VPN ScchALL NetExtender
« Split HE ‘2—: Ct= B Y Failover XI&

()
e |PSec E== X 6+E =R VPN It &5 S &
A tol
lie

User: sonicwall Connected: 0 Days 00:08:41

* One page 01I AHEE s

° GIObal \/PN C -“_g_ Server: 203.242.244.82:4433
" SSLVPN N

+ Windows, Linux, Android, I0S & Ct&st OS X & .

+ Web Portal, Tunnel 2% XI&

« Local user, AD, LDAP, Radius At Xt

o XXl OTP XM=

Throughput: 0 bytes/Sec

els Al

o

g7 : ¥ i Packet capture: Off & & ©2015Delinc

-SSLVPN E2I0|HE Z= 724 .
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SONICWALLS| B9 7|5 - 7|E}7| =

« Bandwidth A| O
A

Bandwidth Management

¥l Enable Egress Bandwidth Management (ST T o
Bandwidth Object: [20m v

[/ Enable Ingress Bandwidth Management[lallow’ rules only)

Bandwidth Object: [20m v]

] Enable Tracking Bandwicth Usage

Note: BWM Type: Advanced; To change go to Firewall Settings > BWM

Bandwidth &

- UP, Download &= 20Mbps2 &7

Hbl22 - |OI0IS HoH
ERERCE] uEre HAE 2
: G ) 100%
S AR AYURE \
= 19.4 2.42 19.4 2.43
Mbps MB/s Mbps MB/s

| HHIAmZZ| Si4kbps | 64.2kBfs | 79.3kbps | 9.91kB/s
J{HIAZ S1akbps | 64.2kB/s | 79.3kbps | 9.91kB/S
HI2Z23t[ S14kbps | 64.2kB/s | 79.3kbps | 9.91kBfs

> HECHAE
5 N El ‘
=1} I |
B ~Srm——= B
2 A e T T
i
Az Az

Upload &= : 19.4Mbps
Download &= : 19.4Mbps

S O N | CWA’L L © Copyright SonicWALL

Geo IP 2 K|

Security services | Geo-IP Filter
@ Accept Gancel

[¥] Block connections toffrom countries listed in the table below ™

(@ All Connactions

[ Block all connections to public IPs if GeoIP DB is not downloaded ™

[7] Enable Logging ™

Countries

OoDooooOOolooo Cpl

() Firewall Rule-based Connections

Christmas Island

Cocos (Keeling) Islands
Colombia

Comaros

Congo

Congo, The Democratic Republic

Block All UNKNOWN countries ™

Geo-IP ZE| MH

| O

2 | @ neostenam |

| I T e ok by e ek i,

Block resson: Gateway GEO-IP Filter Alert

P address: 2091775114

Connection initiated 1owards coueery: Chima

=3 M AIO|E(gov.cn) AHgH

2t

2 |- o=
¢ A|'<:>x'|__|o
User Login Authorization
user workstation
SonicWALL UTM appliance

1—>

1 ) User attempts to
O send traffic through
SonicWALL UTM S50 agent
appliance.
@ SonicWALL UTM appliance sends
user’s IP address to the S50 agent for
“User Name Request” Blocked packets
are saved,

@ The SSO agent replies with the user-
name of the user who is logged into
the workstation.

Internet Access and Polling

~f

LDAP server

@ LDAP or Local Database
is used to find group
membership.

@} Based on group membership and policy
match, access is granted and the Sonic-
WALL UTM appliance allows the user

user workstation

(6) The SonicWALL UTM appliance
polls the S50 agent to make
sure the same wser is still logged
0N (polling time can be configured in
the GUI.

SS0O agent

traffic out. If applicable, saved packets are
reinstated and sent.

LDAP servar

Maximizing Potential
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SONICWALLL| &% - Re-DPI(RE-ASSEMBLY FREE DEEP PACKET INSPECTION)

Packet assembly-based process Packet reassembly-free process
Packet .
Proxy Scanning disassembly
Traffic in . 1 Traffic out Traffic in ﬁ Traffic out
~l-i-p-n e > —-l-
Inspection time o :»n- -ro.x. -e:n-n:e;: ...... Inspection Inspection time . Inspection
' WI;r cgnteitbmo Iargef ! capacity /@ capacity
files bypass scanning
Reassembly-free packet scanning
without proxy or content size limitations
Competitive architecture Dell SonicWALL architecture
HERA 2tZ0 M| £[&2| Scan WAL = TfZIe| Rf=TH0| 817] fZ0| Scan AZHS %43} 5t
M2z M £ZX2 = QI Scan ALO|= Xt 21 & 2= TCP StreamOf| CHSH Scan II °J
O|=575] 7,310,815 - A method and apparatus for data stream analysis and blocking.
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